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Response Plan)
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‘ N13AUANNISLIRY (Access Control)
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(Vulnerability Assessment and Penetration Testing)
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‘ wHUN1sFULanAnANNISleuas (Cybersecurity
Incident Response Plan)
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(Cybersecurity Awareness)
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(Cyber Threat Detection and Monitoring)
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(Distributed Denial of Service -
ﬂ’]‘iﬂﬁtﬁﬁﬂ’]‘ﬂﬁU%ﬂ’]’iLmU
nszane) TunsouAwRais lona
ANHAIE

Anslandannsguaz APTs

Q) o/

UNSALUAUUINA
sgeiUszmaninswensgs daih
luiidongamnusiumauisea
ulgUNBIASHEAR LATINSANARS
shunssnsUsavavadlne APTs
(Advanced Persistent Threats
- AuAnmusioiflosiugs) Aoms
Taufififienududounazsiaiilodu
528287

naNK lANGi |

mihsnuAAsslinefdsndadudoanmuvndleivasiivainransuastudousnndu iamslanfnnuileds ususdunsiuuiais
Pu Mslanfannsgsinuszve uazsuanmuniduiedoushowalulad Al (Artificial Intelligence - Jeyaunvseding) uaz loT
(Internet of Things - dulnosiinvayaTINAN)
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Ans32lvavosdoya (Data Breach - DB)

doyadAryvoslszonoulazdonanuiuailra danasio
anuidasiunazaNUasnfuvoslssve masilnavesdonadiu
umma (Personally Identifiable Information - Pll) uasgoyaii
fifuaudu (Classified Information - Cl) 1usuanau
SEAUFNBIDRUILNIUAIASY

wanszusioaNiuag (National Security Impact
- NSI)

FoyaunsmansoannlasnTsy nihsnuauduAsandsny
Isiugsu iIAnANNdsesioAuiuaAsTsiung Mslaud lasnaue
Taufiguas (Advanced Persistent Threat - APT) uaznnsaon

wuuvndlesiuas (Cyber Espionage - CE) anmuanusiuaiuas
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AsngnvinwaIuinis (Service Disruption - SD)
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Tiusns (Distributed Denial of Service - DDoS) uaznnslaud
Tassasaiuguandey (Critical Infrastructure - Cl) vinTiiAn
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AauLdumnan1anisRu (Financial Damage - FD)
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(National Cyber Security Agency)
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yama) / ETDA (A iinanunwsiungsnssung
dlanunsating)

sunAsuisUszmelvne (Bank of Thailand)
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Threat Type Example
Phishing (Asvaanaamnediug) Email fraud, SMS scam
Ransomware (siausisunen le) Babuk, LYNX
APT (Advanced Persistent Threat - Nation-state intrusions

nslanfiuuusioilostuas)

Scam Networks (i1p3anuialng) Call center frauds, traffic hijacking

Legacy Infrastructure (lassasiiugruiarPutdated VPN (Virtual Private
Network), operating systems

Insider Threat (fuanmuannuaranialu) Misuse of privileges, data leaks

Al/loT Threats (dAumnmuann Al uaz 1oT) Deepfakes, loT (Internet of
Things) attacks

How to Protect

Email security, awareness training, web filters

Regular backups, EDR/XDR (Endpoint Detection
and Response/Extended Detection and
Response) solutions, timely patching, threat

intelligence
Next-Gen Firewalls, IPS (Intrusion Prevention

Systems), Cyber Threat Intelligence, network

segmentation
DNS (Domain Name System) security, threat

intelligence, takedown services

Patch management, vulnerability scanning

DLP (Data Loss Prevention), access control, monitoring

loT security monitoring, Al-based threat modeling
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szuuilovnAu (Protect)
Iwsroad5ulna (Next Generation Firewall -
NGFW)

Iwseaddwmsuiuneuwaimsu (Web Application
Firewall - WAF)

stuviasriunnsungn (Intrusion Prevention
System - IPS)
inenganudasaduiu (Security Web

Gateway)

suuilesunssilnavesdoya (Data Loss
Prevention - DLP)

stuudnnsandd ey (Privileged Access
Management - PAM)

Asdududinunanuilady (Multi-Factor
Authentication - MFA)

M aunsetnouuulidela (Zero Trust
Network Access)

sxuunsAAU (Detect)

FTUURTIRAULAZAN D UAUDNTEA UL UGN DT

(Endpoint Detection and Response - EDR)

sruuaMIFVAznovanaIwuuwey (Extended
Detection and Response - XDR)

FUUAMIIVAzR VAR UIAEa Y (Network

Detection and Response - NDR)

msiessingdnssuy 19 (User Behavior
Analytics)

uwanosudnnsassuanAx (Threat

Intelligence Platforms)

\n3osioaunudadni (Vulnerability Scanners)

szuu3aszf (Analyze)

a oa o

AndUfuRnsauduaslaondy (Security
Operations Center - SOC)

sruudnnsgayanaznanIsalsnuANNUaonAL
(Security Information and Event
Management - SIEM)

SrUUUTEAN UL YN uSaleis uaznovauassiu
Aanuvasady (Security Orchestration,
Automation and Response - SOAR)

insasiloansdumneau (Threat Hunting Tools)

sruuaIUANNRaUAGGy Al (Al-Based

Anomaly Detection)

uwannasuIlPlfIneAanstavia (Forensic

Analysis Platforms)

sruunaUaALY (Respond)

uwannasumauauassiamnnsal (Incident
Response Platforms)

aa caa o

insasflofidiinenaanstiavia (Digital Forensics

Tools)

Twadudsesuazidudona (Backup & Recovery
Solutions)

sruudnn1singe (Crisis Management
Systems)
imsesdoudusiounsaziindoya (Breach

Notification Tools)

ANSHADUSNANNATZRLAGUAINNUADAAY

(Security Awareness Training)
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Identify (s2u)

MasunswIRuAIviauazanudss Ussnausiunsdnyin
Asset Management (AM), Business Environment
(BE), Governance (GV), Risk Assessment (RA) uaz

Risk Management Strategy (RM) ot lausunssaa
azvangnsvisiagdnilog

Recover (Aluwn)

mafAunazdfiunssiaiiias Ussnaudiy Recovery
Planning (RP), Improvements (IM) ua
Communications (CO) wieflunszuuuazudmslwndusn
viuldenuund weonvisUsuUssunuannunisaui lesu

@

Protect (iJounit)

mMalgunnsmstiessuiimunzas sauds Access Control
(AC), Awareness and Training (AT), Data Security
(DS), Information Protection Processes and
Procedures (IP), Maintenance (MA) uaz Protective
Technology (PT) wieasheszuutosriunaudu

Detect (n5223u)

ssuunTAIuMslandivnaluiues Ussnoushe Anomalies
and Events (AE), Security Continuous Monitoring
(CM) uaz Detection Processes (DP) iafiasnuuas
Aieedinensalfumnutasnsuatinssialilo

Respond (nauaitov)

uwusoUaLassamnnaal llwes Ussnousiy Response
Planning (RP), Communications (CO), Analysis
(AN), Mitigation (MI) uaz Improvements (IM) 1o
suilafuAuAnAINaENITUITUULAZARNANTIN
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NIST Wariaiu Tsaaduinusiin

Identify

Protect

Detect

Respond

Recover

SIEM (Security Information and Event Management - szuu
Innsdoyanazannnsaisnumnlaondy), CTl (Cyber Threat
Intelligence - foyagnnsassuanmuvdlaiues)

NGFW (Next-Generation Firewall - Twshoad5ulnsd), WAF (Web Application
Firewall - Inshoaddmsuiiuuweuwaiasu), DLP (Data Loss Prevention - s
Yosriunsslnavesdoya), Security Web Gateway (Usziiuiissin)

IPS (Intrusion Prevention System - szuuilasriunisunsn), EDR
(Endpoint Detection and Response - Nsas1adulasno a4
Uansu), XDR (Extended Detection and Response - nnansaiuuas

ADUAUDILUUDLNY)
SOAR (Security Orchestration, Automation and Response - 113

Uszanuanu s:uusalusdd uaznnsnauanassiuanulasnsiy), SOC
(Security Operations Center - siuguguiinisanudaonsiy)

SOC (Security Operations Center - gugugjusinnsmanudasnsy), SIEM
(Security Information and Event Management - szuuinnsdoyauaz
winAsaiguAmNUanAY), sruudsasuardfudoya
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