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* sULuuMsTouAwWUUIDEIVCIDLUDY LU Ransomware-as-a-Service

(RaaS), Al-driven phishing, la: Supply Chain Attacks
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https://www.getastra.com/blog/security-audit/cyber-crime-statistics/
https://www.thesslstore.com/blog/cyber-crime-statistics/

MWSDUUDY Cybersecurity tudouu

Cyber Crime Statistics 2025

The latest key cyber crime statistics, facts, and
data from the industry’s leading resources

$55B

The amount that's been stolen via
domestic and international business
email compromise scams between
October 2013 and December 2023.

500%

How much the median
ransomware payment b4
skyrocketed by in 2024. _

8 o ~ifl
$1.5B

@ How much North Korean
3 2 Cy ot nation-state hacker group
O of phishing TraderTraitor stole from Bybit's
impersonation attacks in Q4 cryptocurrency exchange.
2024 used Microsoft's brand $ 1 2 T
and reputation to their gain.

Cyber crime costs are

o B . expected to top this amount 0 s
' by 2025. 2 4
\E"
A g’ ? X
$ . o I 2

0,
$600|slhe 55/Dc‘l) i
average price of passport p tion attacks stemmed
data on the dark web. 0 from companies’ own brands
50 /6 of BEC emails
were crafted using generative
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NIST Cybersecurity Framework 2.0

CSF 2.0 CSF 2.0
F . CSF 2.0 Category Category
unction 2
Identifier
Organizational Context GV.0C
Govern Risk Management Strategy GV.RM
(GV) [ Roles and Responsibilities GV.RR
Policies and Procedures GV.PO
Asset Management ID.AM
Identify Risk Assessment ID.RA
(L2 Supply Chain Risk Management ID.SC
Improvement ID.IM

Detect
(DE)

Recover
(RC)

Adverse Event Analysis

Continuous Monitoring

Incident Recovery Plan Execution

RC.RP

Incident Recovery Communication

RC.CO

NIST CYBER SECURITY FRAMEWORK

=

Asset
Management

Business
Environment

Governance

Risk
Assessment

Access
Control

Awareness
and Training

Data Security

Info Protection
Processes
and Procedures

Maintenance

Protective
Technology

Anomalies
and Events

Security
Continuous
Monitoring

Detection
Processes

Response
Planning Recovery
Planning

Communications
Improvements
Analysis
Mitigation
Communications
Improvements
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STRURNANE
nuiunoonislewad

vy DT TN

M| e | g

VsmnauurmUioR

DARUIENBUT @ WHUNTIATITABUAUNTINY T BITune

Unendsluwwed (Cybersecurity Audit Plan) . &
pafszneud o nstssdiun s uninvnrasiune

Unondsleued (Cybersecurity Risk Assessment) = % &
pafsznevit @ ununisulefuanmuvislewed . g .

(Incident Response Plan)

mauwnaTguAunTIinaaiunnsonsislewed

o. MIsTyATIABRD R RARYUiRDIR RG] JoyanaumAed TEUURBIRIRG
SaunduiirfosiuIuuReuRIRDT nindduuaz§initanuyayana (Identify)

a8 NIIRMIMINGAY (Asset Management) . . B
o mavsrdlunru@sinenagndlumsdamimande . < ”
(Risk Assessment and Risk Manasermnent Strategy)
oo MtszdivisslrissmmmasuRIRITUY
(Vulnerability Assessment and Penetration Testing) :
. MIIAMMUInTIMpuen (Third Party Management) .

a
=3

UHEVAL : Us:ma nnu. 3o tnasgiuduchuoodoyandas:uuasautna w.A2566

NCS 2
anuy

. inasnsdeaiummadvitarnesdistiy (Protect)

B.o NTIATURLNTINGS (Access Control) e

b.e Mmabmrvulinuuiwnia (System Hardening) e

v.o Mutauresseelng (Remote Connection)

b« Fafiuiiogouvunenld (Removable Storage Media)

v.& nEiRmIRR iU s seniylwued
(Cybersecurity Awareness)

.o nmutiutoyn (Information Sharing)

e

o mInTRTINAIULARA s TsgnAumdleued (Detect)

o MwTRaVLNsEIE Tuiannmamslowes
(Cyber Threat Detection and Monitoring)

< mmnnwiq;mqnﬂnﬁmanmﬂoqmmwdmwl (Respond)

o wumiidladoanaamalaved o

(Cybersecurity Incident Response Plan)

<o wunvsdsanlummedings
(Crisis Communication Plan)

o MiBrtseiuRnlasadoleed
{Cybersecurity Exercise)

« wminsinywasugrudsmeiinasinisananmadsued (Recover)

.o mdmaussmatersdonaidirnnionsrasnidesved

(Cybersecurity Resilience and Recovery)
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